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Abstract: In this paper, the capability of complex SEE (Sadig-Emad-Emad) integral transform to be used in

cryptography has been demonstrated, discussed and proven by practical example, in which the complex SEE

transform had been used to encrypt a message and then decrypt the resulted ciphertext back into the original text.
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1.

Introduction

Data security represents an essential
industrial pillar in the modern era,
enterprise companies perform a great
amount of researches to find the
most suitable methods to protect data
and reduce the threats directed form
different types of adversaries to

accommodates different

Cryptography
important part of data security and it

agendas.

represents an

take place in most applications that
involve data transition, however,
cryptography had early start with the

beginning of the persistent desire of

99

humankind to keep some information
had been

compromised by outsiders, there are

private, even if it

many forms of cryptography, started
from the classical methods to the

modern more advanced methods.[1]

In applied mathematics, an integral
transformation is a useful device in
converting one function g(t) into
another of new variables g(v), g(s),
etc. integral transformation had been
used for a long time in many fields,
such as, applied mathematics, natural
sciences and engineering fields [2-7].
Integral transform had been also
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used in the cryptography field, where
they had

exponential

been applied into
functions  for the
preposes  of

decryption [8-10].

encryption  and

SEE

transformation, as a promising new

In this work, complex
integral transform has been used in
the cryptography field, to encrypt a
plaintext and then decrypt the

resulted ciphertext.

2. Complex SEE Transformation [2-

5]
Consider a function g(t) of
exponential order in the set B

defined by: B ={g(t):3M, 1,1, >
0.lg®)] < Mt ift e
(=1x[0, )}

complex number, i2 = —1.

Where iis a

For the given function in the set B,
the constant M must be finite
number, [, and I, may be finite or
infinite.

Complex SEE transform
denoted by the operator S¢formula is
defined by: S{g(t)} =
1 (oo

— tzog(t)e"“’t dt =T(v) , t=>

0,,<v<l,, nez

integral
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The variable (iv) in the complex
SEE transform is used to factor the
variable t in the argument of the

function g(t).

2.1.Linearity Property of Complex
SEE Transform, [2-5]

Complex SEE integral transform is a

linear integral transform:

SHag,(t) + Bg.(D)} =
aS{g: ()} + BS{g.(1)}.
a, [ are constants. The equation can

Where

be generalized to more than two

functions.

2.2.Complex SEE Transformation and
SEE

Some

Inverse Complex
Transformation for
functions, [2-5]

ic
pn+1 ’

(1) s{C} = -

where C is a constant
1

(2) St} = — =

(3) s¢{t?} = EL

pn+3

(39 .
(4) S¢{t3} = —rr - Ingeneral:
—_1\ymciym-—1 1
S’C{tm} — M . Where

pn+m+1

m € N,

6 s =1,
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©6) get {(—1)m(i)m‘1(m!)} _m possible to generate a polynomial

pn+m+1

p(x) of degree (s) with coefficient

. as the term of given finite sequence.
3. The Methodology of using complex

. For the taken example the finite
SEE Transform in Cryptography

sequence has (7 + 1) terms, so that

This section provides an insight to the the polynomial p(x) is of degree

procedure of using complex SEE
transform in cryptographic scheme,

including encryption and decryption.

(7).
p(x) =20+ 5x + x% + 3x3 +
8x* 4+ 5x° 4+ 18x° + 19x7 .

(4) Taking complex SEE integral

3.1.Encryption Procedure transformation for the polynomial

p(x): S{p(x)} = $°{20} +
55¢{x} + S¢{x?} + 35¢{x3} +
85°{x*} + 55°{x>} + 185°{x®} +
195°{x7},

-201 5 @2ni
S} =gt st

This procedure is performed by the
sender, in which the encryption is
performed on the data to transform it

from coherent into incoherent data.

(1) Converting each letter in the 3) @Gy ®) @i (5)ﬂ+
plaintext into its equivalent vrH vnre v
(eni 7!
sequential number in the alphabet, so (18) o + (19) s

(~20)i 5 )i
SC{p(x)} = pntl | pnt2 + pn+3 +

18 (192)i __ 600 + (12960)i +

pnta  pn+s | pnte 7

that: A=0, B=1, C=2, D=3, ..., Z=25.
(2) Organizing the plaintext as finite

sequence of numbers based on the

95760 _ g (D*D*qr
pnt+s — Hk=1 n+k

above conversion, for example the

remod 26) Vk,(k=12,..,s+
1) . Therefore:

converted into their equivalent
numbers in the alphabet to become:
T=20, E=5, A=1, H=8, R=18, S=109.
Therefore, the plain text finite
sequence is: (20,5,1,3,8,5,18,19).
(3) If (s + 1) is the number of terms in

g1 =20mod 26 , q, =
5mod 26 , g3 =2mod 26 , q, =
18 mod 26 , qs = 192 mod 26 ,

qe = 600 mod 26 , g, =
the plaintext sequence, then it is
101
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12960 mod 26 , qg =
95760 mod 26 .

(6) Hence (g, = 266 + 17.). Thus, the
key 6, for (k =1,2,3,...,s + 1) is:
6, =06,=063=06,=0 and 65 =
7,86 =23,8, = 498 and §g =
3683.

(7) The encryption process produced a
new finite sequence:
(ry, 1) s Tsp1) =

(20,5,2,18,10,2,12,2) .

3.2.Decryption Technique

This procedure is performed by the
receiver, in which the decryption is
performed on the ciphertext to

transform it back into coherent data.

(1) The ciphertext is received from the
sender, that has prior knowledge of
the encryption key, that has been
received through a secure channel. In
the above example ciphertext is
“TEBRJBLB” and the key is
(0,0,0,0,7,23,498,3683).

(2) Converting the received ciphertext to
the corresponding finite sequence of
numbers: (ry,13,73 ..., Tsyq1) =
(20,5,2,18,10,2,12,2) .

(3) Hence (g = 266, + 1, V (i =
1,2,3,...,s +1). Then: ¢, =

102

20, g2=5 ,q3=2 , q4 =
18, g5 =192, q¢ =600, q; =
12960 , qg = 95760..

(4) Applying inverse complex SEE

integral transformation of P (v):

SeTHP(),x} =571 {—_20(0!) i} +

vn+1
ge1 {—5(+12!)} + ge1 {(Z!Li} n
.Un vn
SC ! n+4 n+5

{3(3)} g 1{ 8(4D i }+
s () 5 222
|

19(70}

pT+8

set

Then: p(x) = 20 + 5x + x2? +
3x3 + 8x* + 5x° + 18x° + 19x7.

(5) Considering the coefficient of

polynomial p(x) as finite sequence,
translating the numbers of above
finite sequence of numbers to their
equivalent letters in the alphabet, the
original plaintext (message)
“TEACHERS” is reproduced.

Conclusions

Complex SEE integral transform is
proved to be a promising new
integral transform that could be
exploit in cryptography field, and as
a capable integral transform, it used
successfully to perform encryption
on a plaintext and transform it into

unintelligible ciphertext, then inverse
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SEE integral transform is succussed
to retrieved the original ciphertext

from the received ciphertext.
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